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Abstract—In a recent paper, the authors proposed an opti-
mum detection algorithm for noise like smart jammers that
increase the transmitted power over the time. Remarkably, this
kind of jammers can bypass conventional electronic counter-
countermeasures, since classical methods are based on the detec-
tion of a noise power discontinuity in the observation window. On
the other hand, the aforementioned detection algorithm can de-
tect these smart jammers overcoming the conventional approach.
While in the mentioned paper the theory of the detector has been
presented, in this paper we further investigate the behavior of
this detector, especially for what concerns operative application.
Specifically, the detector is supposed to use a temporal sliding
window and, once a “linear” jammer is detected the cancellation
must be performed. In what follows, the conventional and the
new detector are analyzed from an operating point of view.

Index Terms—Detection, electronic countermeasures, elec-
tronic counter-countermeasures, generalized likelihood ratio test,
jammer optimal detection, power increasing jammer, radar.

I. INTRODUCTION

In recent years, multichannel systems are widely used in
many application fields. The main advantage of these systems
can be summarized as the opportunity of exploiting high
number of degrees of freedom that can lead to an improved
estimation and/or detection performance. This is due to the fact
that multiple channels collect data from different perspectives
(diversity) and, hence, the carried information is somehow
more complete than single channel systems. It is clear that this
superiority can be attained provided that suitable processing
algorithms are used [1], [2]. Tangible examples are given
by modern radar and new-generation communication systems
such as 5G/6G, which create a strict synergy between sensing
and communication functions [3]-[6]. As a matter of fact,
modern radars are able to communicate and exploit 5G/6G
communication infrastructures to offer more reliable services.
This is made possible by the miniaturization of technologies
and digital architectures.

However, these capabilities can also be used by mali-
cious agents to perpetrate effective electronic countermeasures
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(ECM) such as smart jammers [7]-[9]. Electronic attack
techniques can be classified into two main categories. The
first category includes methods to mask the platform to be
protected, while the second category includes techniques to
create false targets that saturate radar resources or cause it to
lose track of the target.

The first category of electronic attacks is known as noise-
like jammer (NLJ) and uses unstructured signals that blend
into the thermal noise of the radar receiver leading two main
effects. The first effect occurs when the radar detection algo-
rithms are not adaptive to the disturbance power, and generates
a significant increase of false alarms. The second effect is
related to the adaptive threshold that increases hence impairing
the radar sensitivity. One of the widely used techniques against
NLJ is the Side Lobe Canceler (SLC) [10] that places nulls
in the antenna beam towards the NLJ direction.

The second category is called deception jamming and
can also be used for self-protection, for example through
techniques such as range-gate pull off or range-gate pull
in, in which the jammer creates false targets to distract the
radar from the real target. Well-known electronic counter-
countermeasure (ECCM) techniques against deception are the
Side Lobe Blanker (SLB) [10]-[12] and selective (possibly
multi-stage) detectors [13]-[19, and references therein].

With the advent of digital architectures, the above ECCM
techniques can be realized by means of digital beamforming.
Moreover, to save computational resources, early detection
stages are required to state that an attack is in progress
before triggering ECCM. Focusing on ECCM against NLIJs,
conventional detection methods are usually based on an abrupt
variation of the noise power observed in a dedicated channel
[9, and references therein]. However, this approach might
be ineffective when sophisticated NLJ techniques, known as
“smart” techniques, are used. These NLJ techniques can con-
trol the transmitted power to maximize the effectiveness of the
attack [20], [21]. Specifically, the NLJ can transmit power to
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slowly achieve radar receiver saturation, preventing its detec-
tion and the activation of effective counter-countermeasures.
To cope with this kind of smart jammers, in [22] two archi-
tectures that differ in the NLJ power variation model have
been proposed. The first architecture is obtained under a linear
model for the power variation, whereas the second one is
derived by neglecting any constraint on the transmitted power.
It is evident that the first approach is more specific than the
second one because it utilizes a priori information related to
the variation rule. In [22], the performance analysis, conducted
using synthetic data, is preliminary and is conducted in terms
of probability of detection (FPy) against the “extent” of the
power variation (see [22] for further details). In this paper, the
performance of detectors proposed in [22] is assessed from an
operating point of view. Specifically, the analysis considers the
operating mode of such algorithms that, in a real system, work
by processing data from a temporal sliding window. Thus, it
becomes of primary importance the time at which the smart
NLJ presence is declared. In fact, as soon as this information
is available, suitable counter-countermeasures can be adopted
in order to mitigate the deleterious effects of the NLJ action.
For this reason, the analysis is aimed at quantifying what
we define below as the “detection time” for each considered
decision scheme. For comparison purposes, we also consider
a conventional detector grounded on the assumption that a
power discontinuity occurs in the data window under test.

In the next section, we briefly summarize the detection
problem and the detection architectures (for the complete
derivations see [22]), while in section III we present the new
numerical results that investigate some important aspects not
considered in [22]. In section IV, we draw some conclusions.

Notation: in the sequel, vectors and matrices are denoted
by boldface lower-case and upper-case letters, respectively.
Symbols det(-),tr(-), (-)7, and (-)T denote the determinant,
trace, transpose, and conjugate transpose, respectively. CV*M
is the Euclidean space of (N x M)—dimensional complex
matrices (or vectors if M = 1). I stands for the identity
matrix vector or matrix of proper size. Finally, we write
x ~ CNn (u, M) if x is a complex circular N —dimensional
normal vector with mean g and positive definite covariance
matrix M.

II. SMART JAMMING SIGNAL MODELS AND DETECTION
ARCHITECTURES

The system at hand transmits and receives signals by means
of N spatial channels. This system also uses an additional
listening window where signal and clutter returns are negli-
gible in order to estimate the thermal noise component and
possible NLJ signals. Collected samples are organized into
N —dimensional vectors denoted by z, € CN*' k =1,... K.
The detection problem under consideration can be formulated

as follows [22]
Ho: zp ~CNn(0,0210),

I zk ~CN N (0,021), k=1,..., Ky,
) 2k~ CN N (0, 02T + J(K)), k=K, +1,...,K,

1
where o021 is the unknown thermal noise component with
02 > 0 the thermal noise power and J (k) is the NLJ
contribution. Two cases are considered: the NLJ power
is assumed to be linearly increasing, namely J; (k) =
(¢ +72 (k+ K1) vvl, k=K +1,..., K where ¢ > 0,
72 > 0, and v € CN*! is the NLJ steering vector; the
other case assumes that the NLJ power is unconstrained, i.e.,

Jo (k) = y2vvt, k=K, +1,..., K where 42 > 0, k =
Ki+1,..., K.
Defining

Fl = {73772} 7F2 = {7?{1+1?' B ’7%(71]} )
the sets of unknown parameters for the two models, Z =
[21,...,2x] € CNXK and Z| = [z1,..., zg,| € CV*EK,
the PDF of Z under Hy is

1 1

n

while that under H; has the following expression

1 1
T
g oo {55202}

n

K exp {ftr [(JZI + Ji(k))71 zkzz] }

X )
k:l;!ﬂ det (021 1 J:(k))

1=1,2.
Finally, the detection architectures have the following gen-
eral expression

fi1(Z507, 1) =

3)

H,
m%xmaxﬁl)i(ai,Fi;Z) —mgxﬁo(ai;Z) z n, 1=1,2,
G'" 7 0'," HO

4)
where Lo(02;Z) and L1,(02,1;;Z), i = 1,2, are the

log-likelihood functions under Hy and H1, respectively. The
maximization under H, is well known, whereas under H;
suitable numerical optimizations are used [22]. For brevity,
we refer the reader to [22] for the derivation details and the
final expressions of the (quasi) compressed log-likelihoods.
The decision scheme for ¢ = 1 that forces a linear variation
of the NLJ power is referred to in the following as linearly-
constrained (LC) detector, while the solution corresponding to
1 = 2 is called unconstrained (UN) detector.

III. OPERATIVE PERFORMANCE ANALYSIS AND
DISCUSSION

Unlike [22], where the preliminary analysis is conducted in
terms of detection capabilities with respect to the NLJ strength,
in this section the performance of LC and UN detectors is
investigated from a different perspective that is complementary
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Fig. 1. Power Increasing Jammer Non Synchronized with Radar PRI

to that in [22]. More importantly, such an analysis would
represent a guideline for the entire system design, since it
provides an estimate of the responsiveness of such algorithms
to the NLJ action and, hence, allows the system engineer to
quantify the system latency when is under attack. The ensuing
illustrative examples also include the so-called power jump
(PJ) detector [22] as a competitor.

Before providing a quantitative analysis of the detection ca-
pabilities over the time, important remarks are in order. In real
operations, the effectiveness of the considered kind of jammer
is optimized if there exists a suitable synchronization between
the jammer ramp and the radar time frame. Specifically, if
the jammer does not have any side information related to the
radar pulse repetition interval (PRI), the transmitted power can
follow a sawtooth pattern that is asynchronous with the radar
PRI as shown in Figure 1. In such a case, possible targets
(under protection by the jammer) might fall in a low power
region and, hence, they can be detected by the radar. On
the other hand, when an electronic support measure system
estimates the parameters of the radar that somehow drive the
jammer action, the latter can be synchronized with the time
frame of the victim radar. As a consequence, the jammer can
start its transmission so that it is concurrent with the beginning
of the radar PRI, also considering that there exist blind regions
for the radar. In this situation, the jammer smoothly raises the
power in order to mask the region of interest in each sweep
as shown in Figure 2, where possible targets within the region
of interest are always covered by the jamming signals.

The detection algorithms proposed in [22] process data from
a temporal sliding window and once jammer action is detected,
the cancellation by means of beamforming techniques [10],
[23] is performed. Thus, the jammer can be effectively atten-
vated and the target echo is again visible (see Figure 3).

With the above remarks in mind, it is clear that, from
an operating standpoint, the effectiveness of the considered
detectors relies on the capability to discover the “jammer
ramp” early or later within the PRI. The “detection time” can
be defined as the instant at which the P; becomes greater than
a selected probability. In the following numerical examples,
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Fig. 2. Power Increasing Jammer Synchronized with Radar PRI
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Fig. 3. Jammer detection and cancellation

we set the detection threshold corresponding to P, = 1073
and P; = 80%, the P; curves are estimated through 1000
independent Monte Carlo trials. Moreover, the detectors are
applied in scenarios where the jammer ramp has different
slopes (y? = 0.01,0.02,0.05) and use a window of length
K that moves with a step equal to K/2. The reference
time instant, t; say, is given by the center of the sliding
window. Thus, each ¢; represents a window position and the
corresponding Py values are associated to ty.

The results are shown in Figure 4, where the number of
sensors is N = 8 and K = 16, as well as in Figure 5 where
N =16 and K = 32. The LC detector is able to discover the
beginning of the jammer ramp at the initial time instants at
least for the steepest slope (72 = 0.05). Nevertheless, for the
smoothest slope (v = 0.01), it is still capable of detecting the
jammer within a short time. On the contrary the other detectors
discover the jammer with a certain delay, especially the PJ
detector, which is the conventional detector. This situation can
lead to the detection of a false target or a region of low radar
sensitivity. As a matter of fact, focusing on the case v2 = 0.05
of Figure 5, the conventional PJ architecture only detects the
jammer when its power is about 13 dB over the noise. Finally,
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it is also important to highlight that this analysis emphasizes
that the slope of the jammer ramp plays an important role in
the detection performance and this aspect is not evident from
numerical examples in [22].

IV. CONCLUSIONS

In this paper, we have assessed the performance of recent
detection architectures for NLJs that cleverly control the trans-
mitted power from an operating perspective. This analysis has
revealed further important aspects related to the capabilities
of countering this kind of jammers. Specifically, the emphasis
has been on the “detection time” that provides an estimate
of the system latency between the beginning of the jamming
action and its mitigation. In fact, a smooth increase in the
transmitted power can deceive conventional solutions based on
the detection of a noise power discontinuity in the observation
window. In a real scenario, these algorithms use a temporal
sliding window and the time instant at which the first detection
is declared becomes a significant key performance indicator.
The results of this new analysis have proved that detection
architectures proposed in [22] can declare the presence of
a jammer in shorter time intervals than the conventional
approach, whose delay can yield a decrease in sensitivity or a
false alarm increase.
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